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Abstract 
The Spada-MQTT Exposed document serves as a comprehensive guide for 

safeguarding MQTT messaging in the ARMATURA Access Control era of 

cybersecurity. This document explores Spada-MQTT, a powerful security solution 

that enhances the MQTT protocol with robust encryption. By implementing Spada-

MQTT within the ARMATURA Access Control Solution, organizations can 

significantly enhance the security of their MQTT-based communications. This guide 

offers a step-by-step breakdown of the encryption algorithm used in Spada-MQTT, 

along with insights into the implementation process and integration with existing 

systems. Additionally, it highlights the advantages and benefits of utilizing Spada-

MQTT for secure MQTT messaging and presents real-world case studies to 

showcase its successful application. Best practices for configuring and deploying 

MQTT Spada in cybersecurity environments are also provided. By following the 

recommendations outlined in this document, organizations can fortify their MQTT 

communications and establish a more resilient cybersecurity infrastructure.  
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1. Introduction  
In the realm of Access Control Security Solutions, the demand for secure and 

reliable communication protocols is paramount. ARMATURA, a leader in cutting-

edge technology solutions, presents Spada-MQTT, a meticulously customized 

version of the standard MQTT (Message Queuing Telemetry Transport) protocol. 

Developed by our dedicated Research and Development team, Spada-MQTT 

harnesses the inherent advantages of MQTT to revolutionize communication in our 

Access Control Security Solutions. Our focus is to enhance the security and 

performance of software and access control products, including access control 

controllers and Biometric smart standalone access control terminals.  

  

This technical white paper provides a comprehensive analysis of Spada-MQTT, 

exploring its robust security features, encryption methodologies, and its superior 

suitability for Access Control Security Solutions.  

 
By integrating the MQTT standard protocol with our proprietary enhancements, 

ARMATURA has created Spada-MQTT to address the evolving security challenges 

faced by organizations in their access control deployments.  

 

Building upon the widely recognized efficiency and scalability of MQTT in IoT 

communication, ARMATURA's R&D team has further fortified MQTT to meet the 

rigorous security demands of the Access Control domain. Spada-MQTT ensures that 

sensitive data remains safeguarded and secure, establishing a new standard in 

secure communication for access control systems.  

 

Through Spada-MQTT, ARMATURA empowers organizations to protect their critical 

assets, streamline operations, and enhance the overall security posture of their 

access control infrastructure. By employing the MQTT standard protocol in our 

Access Control Security Solutions, we leverage the benefits of a proven and reliable 
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framework, while adding customized features and security enhancements tailored 

specifically to the access control industry.  

 

Throughout this white paper, we will provide an in-depth examination of Spada-

MQTT's architecture, advanced security features, encryption methodologies, and its 

significant advantages over traditional protocols. By the end, readers will have a 

comprehensive understanding of Spada-MQTT's capabilities and why it is the 

optimal choice for securing Access Control Security Solutions, enabling 

organizations to confidently manage access control systems with enhanced security 

and efficiency.  

  
2. Spada-MQTT: An Overview 
Spada-MQTT is a customized variant of the standard MQTT (Message Queuing 

Telemetry Transport) protocol, developed by ARMATURA's Research and 

Development team specifically for Access Control Security Solutions. Leveraging the 

foundational strengths of MQTT, Spada-MQTT introduces tailored enhancements to 

meet the unique security and communication requirements of access control 

systems, including software and access control products such as access control 

controllers and Biometric smart standalone access control terminals.  

 
2.01  Advantages of Spada-MQTT for Access Control 

Spada-MQTT offers several key advantages that make it the ideal choice for Access 

Control Security Solutions:  

 

2.1.1. Enhanced Security:  

Spada-MQTT prioritizes security as a fundamental component of its design. By 

integrating advanced security features and encryption methodologies, MQTT Spada 

ensures the confidentiality, integrity, and authenticity of data transmitted within 

access control systems. This fortified security framework mitigates the risks of 
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unauthorized access, data breaches, and tampering, providing organizations with 

robust protection for their critical assets.  

  

2.1.2. Customization for Access Control:  

ARMATURA's R&D team has tailored Spada-MQTT to meet the specific 

requirements of the access control industry. By incorporating industry specific 

features and optimizations, Spada-MQTT seamlessly integrates with access control 

controllers, Biometric smart standalone access control terminals, and other access 

control products. This tailored approach enhances compatibility, efficiency, and 

overall performance within access control environments.  

  

2.1.3. Scalability and Efficiency:  

Spada-MQTT inherits the inherent scalability and efficiency of the MQTT protocol. 

With its lightweight design and publish/subscribe messaging model, Spada-MQTT 

optimizes network utilization, minimizing bandwidth consumption and reducing 

latency. This scalability and efficiency are crucial for large-scale access control 

deployments, ensuring smooth and responsive communication between access 

control devices and software applications.  

  

2.1.4. Reliable Message Delivery:  

Spada-MQTT guarantees reliable message delivery by employing Quality of Service 

(QoS) levels. By enabling the selection of the appropriate QoS level, Spada-MQTT 

ensures that access control messages are delivered with the required reliability, from 

critical real-time events to non-critical informational updates. This reliability ensures 

the integrity and accuracy of access control data throughout the communication 

process.  

  



 

7 
Address: 190 Bluegrass Valley Parkway Alpharetta, GA 30005 

Email: sales@armatura.us 
Date: July 2023 
Version Number: Version 1.0     

 

2.1.5. Support for Access Control Protocols and Standards:  

Spada-MQTT seamlessly integrates with existing access control protocols and 

industry standards, facilitating interoperability and easing the transition for 

organizations adopting Spada-MQTT within their access control infrastructure. This 

compatibility ensures that organizations can leverage Spada-MQTT's security 

benefits while preserving investments in legacy access control systems.  

  

By combining the strengths of the MQTT protocol with ARMATURA's specialized 

enhancements, Spada-MQTT provides a comprehensive and robust communication 

framework for Access Control Security Solutions. In the following sections, we will 

delve deeper into Spada-MQTT's advanced security features, focusing on its 

encryption methodologies, handshake processes, and its applicability in different 

deployment environments, such as private and public cloud infrastructures.  

 

3. Spada-MQTT Security Features  
 Spada-MQTT incorporates a range of robust security features that ensure the 

integrity, confidentiality, and authenticity of communications within Access Control 

Security Solutions. These features include authentication and authorization 

mechanisms, a secure handshake process, and a sophisticated encryption 

methodology.  

  
3.1 Authentication and Authorization  

To establish secure and authorized access to access control devices and systems, 

Spada-MQTT implements strong authentication and authorization mechanisms. This 

ensures that only authenticated and authorized entities can interact with the access 

control infrastructure. Spada-MQTT supports various authentication methods, 

including digital certificates, username/password credentials, and token-based 

authentication. This flexibility enables organizations to choose the most appropriate 

authentication mechanism based on their specific security requirements.  
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By leveraging authentication, Spada-MQTT verifies the identities of both clients and 

servers before allowing communication. This mitigates the risk of unauthorized 

access and ensures that only legitimate entities can participate in access control 

operations. Furthermore, Spada-MQTT incorporates robust authorization 

mechanisms that define access rights and privileges for different entities, allowing 

fine-grained control over access to resources and sensitive data within the access 

control system.  

  
3.2 Secure Handshake 

Spada-MQTT employs a secure handshake process to establish a trusted 

connection between clients and servers within the access control infrastructure. This 

handshake protocol utilizes asymmetric key encryption, such as RSA or Elliptic 

Curve Cryptography (ECC), to securely exchange cryptographic keys and verify the 

identities of the communicating entities.  

  
The handshake process in Spada-MQTT involves the following steps:  

  

Client Hello: The client initiates the handshake by sending a Client Hello message to 

the server, indicating its intention to establish a secure connection. 

 

Server Hello: The server responds with a Server Hello message, confirming the 

initiation of the handshake and providing its own credentials.  

  

Authentication and Key Exchange: The client and server authenticate each other's 

identities and exchange cryptographic keys securely. This step ensures that only 

trusted entities can participate in the subsequent communication.  

  

Session Establishment: Upon successful authentication and key exchange, the client 

and server establish a secure session, enabling encrypted communication.  
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By implementing a secure handshake process, Spada-MQTT guarantees that 

communication within the access control system is protected against unauthorized 

interception and tampering. This adds an additional layer of security to prevent man-

in-the middle attacks and ensures the integrity of data exchanged between entities. 
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4. Enhanced Security Benefits of Spada-MQTT  
Spada-MQTT offers a range of enhanced security benefits that make it an ideal 

choice for deploying Access Control Security Solutions in various environments, 

including private and public clouds. By leveraging its advanced security features, 

organizations can ensure the protection of their access control systems and mitigate 

potential security risks.  

 

 4.1 Robust Protection Against Unauthorized Access and Data Breaches  

 With Spada-MQTT's authentication and authorization mechanisms, organizations 

can establish stringent access controls within their access control systems. By 

verifying the identities of clients and servers and granting access based on 

predefined privileges, Spada-MQTT prevents unauthorized entities from 

compromising the security of the system. This robust protection significantly reduces 

the risk of unauthorized access and data breaches, safeguarding sensitive 

information within the access control infrastructure.  

  

 4.2 Ensured Confidentiality of Sensitive Information  
Spada-MQTT employs strong encryption algorithms to ensure the confidentiality of 

data transmitted within Access Control Security Solutions. By encrypting the payload 

of MQTT messages using symmetric key encryption, such as AES or 3DES, Spada-

MQTT prevents unauthorized entities from accessing and understanding the 

sensitive information being exchanged. This ensures that sensitive data, including 

access control credentials and system configurations, remains confidential and 

protected from malicious actors.  
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4.3 Integrity Verification to Detect Tampering or Modification of Data  

 With Spada-MQTT's encryption and integrity verification mechanisms, organizations 

can detect any unauthorized tampering or modification of data within the access 

control system. The encryption methodology employed by Spada-MQTT ensures the 

integrity of the data payload, making it highly resilient to tampering attempts. In 

addition, the use of secure handshakes and authentication protocols verifies the 

identities of communicating entities, further enhancing the integrity of the system. By 

detecting and rejecting tampered data, Spada-MQTT maintains the integrity and 

trustworthiness of the access control infrastructure.  

  

4.4 Authentication Mechanisms for Validating Entity Identity  

Spada-MQTT provides robust authentication mechanisms, including digital 

certificates, username/password credentials, and token-based authentication. These 

mechanisms enable organizations to validate the identity of entities within the access 

control system. By ensuring that only authorized and trusted entities can participate 

in access control operations, Spada-MQTT mitigates the risk of impersonation and 

unauthorized access. This strengthens the overall security posture of the access 

control infrastructure.  

  

4.5 Secure and Authenticated Communication Channels  

Spada-MQTT supports the use of TLS/SSL protocols to establish secure and 

authenticated communication channels within the access control system. By 

encrypting the communication channel between clients and servers, Spada-MQTT 

protects against eavesdropping, interception, and man-in-the-middle attacks. This 

ensures that the data exchanged between entities remains secure and confidential 

throughout its transmission.  
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By deploying Spada-MQTT in Access Control Security Solutions, organizations can 

leverage these enhanced security benefits to create a robust and trustworthy access 

control infrastructure. Spada-MQTT's advanced security features provide the 

necessary measures to protect sensitive data, prevent unauthorized access, and 

maintain the integrity of the access control system.  

 
5. Step-by-step breakdown of the encryption algorithm used in 

Spada-MQTT:  
 
5.1 Key Exchange:   

 The client and server initiate a secure connection using a handshake protocol 

(e.g., Transport Layer Security or Secure Sockets Layer).  

 During the handshake, the client and server agree on the encryption algorithm 

to be used. The client and server exchange their public keys, which are used for 

asymmetric encryption.  

  

5.2 Handshake Process:   

 The client generates a random session key for symmetric encryption. The client 

encrypts the session key using the server's public key and sends it to the server.  

 The server receives the encrypted session key and decrypts it using its private 

key.  

 Both the client and server now possess the same session key for symmetric 

encryption.  

 

5.3 Message Encryption:  

When the client wants to send a message, it encrypts the payload using the session 

key. The encrypted payload is sent over the secure channel to the server. The server 

receives the encrypted payload.  
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5.4 Message Decryption:   

 The server uses the shared session key to decrypt the received encrypted 

payload.  

 The decrypted payload contains the original message sent by the client.  

 

 5.5 Data Integrity:   

 To ensure data integrity, a message authentication code (MAC) may be used.  

 The MAC is calculated by applying a hash function (e.g., HMAC-SHA256) to the 

encrypted payload along with a secret key known only to the client and server.  

 The MAC is sent along with the encrypted payload.  

 Upon receiving the encrypted payload and MAC, the server recalculates the 

MAC using the same key and verifies it against the received MAC. If they match, 

the message integrity is confirmed.   

 

5.6 Secure Channel:  

 The encryption and decryption of messages, as well as the integrity checks, occur 

within the secure channel established during the handshake process.  

 The secure channel ensures that the communication between the client and 

server remains confidential and protected from unauthorized access or tampering.  
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Spada-MQTT Handshake and Data Transfer Flow 
 

 It is important to note that the specific encryption algorithm used in Spada-MQTT can 

vary depending on the implementation and configuration. Commonly used symmetric 

encryption algorithms include Advanced Encryption Standard (AES) and Triple Data 

Encryption Standard (3DES), while asymmetric encryption algorithms may include 

RSA or Elliptic Curve Cryptography (ECC).  

  

By incorporating this robust encryption methodology, Spada-MQTT ensures that the 

data transmitted between IoT devices and systems remains secure, confidential, and 

protected from unauthorized access or tampering.  
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6. Conclusion  
In conclusion, Spada-MQTT, a customized version of the standard MQTT protocol 

developed by ARMATURA R&D, offers advanced security features that make it an 

ideal choice for Access Control Security Solutions. By leveraging the advantages of 

the MQTT standard protocol, ARMATURA R&D has enhanced the security of their 

access control products, including access control controllers and Biometric smart 

standalone access control terminals.  

  

Spada-MQTT provides a comprehensive solution for addressing the security 

challenges faced in IoT environments. Its authentication and authorization 

mechanisms ensure that only authorized entities can access the access control 

system, reducing the risk of unauthorized access and data breaches. The secure 

handshake process, utilizing asymmetric key encryption, establishes trusted 

connections and verifies the identity of communicating entities.  

  

The encryption methodology employed by Spada-MQTT, including symmetric key 

encryption and support for TLS/SSL protocols, ensures the confidentiality and 

integrity of data transmitted within the access control system. Sensitive information 

remains protected, and tampering or modification attempts are detected and 

rejected.  

  

By deploying Spada-MQTT in different environments, such as private and public 

clouds, organizations can benefit from its enhanced security features. It provides 

robust protection against unauthorized access and data breaches, ensures the 

confidentiality of sensitive information, and offers integrity verification to detect 

tampering or modification of data.  
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Moreover, Spada-MQTT's authentication mechanisms validate the identities of 

communicating entities, mitigating the risk of impersonation and unauthorized 

access. The use of secure and authenticated communication channels, supported by 

TLS/SSL protocols, further strengthens the security posture of the access control 

infrastructure.  

  

By choosing Spada-MQTT as the underlying protocol for their Access Control 

Security Solutions, organizations can trust that their systems are fortified with 

advanced security measures. ARMATURA's commitment to leveraging the MQTT 

standard protocol and enhancing it with Spada-MQTT demonstrates their dedication 

to providing secure and reliable access control solutions.  

  

In summary, Spada-MQTT offers an unparalleled level of security and protection for 

access control systems, making it the preferred choice for organizations seeking 

robust and trustworthy security solutions.  

 

Note: The content of this technical white paper is based on information available up 

to Jan 2023. For the most up-to-date information and details, please refer to the 

official documentation and resources provided by ARMATURA.  
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